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ProtectingÿPersonalÿInformation
ÿ
1. Opennessÿandÿtransparency

ÿ
ÿ 1.1 Weÿvalueÿpatientÿprivacyÿandÿactÿtoÿensureÿthatÿitÿisÿprotected.ÿ

ÿ
ÿ

1.2 Thisÿpolicyÿwasÿwrittenÿtoÿcaptureÿourÿcurrentÿpracticesÿandÿtoÿrespondÿtoÿfederalÿandÿprovincialÿ
requirementsÿforÿtheÿprotectionÿofÿpersonalÿinformation.ÿ

ÿ
ÿ

1.3 Thisÿpolicyÿdescribesÿhowÿthisÿofficeÿcollects,ÿprotectsÿandÿdisclosesÿtheÿpersonalÿinformationÿofÿ
patientsÿandÿtheÿrightsÿofÿpatientsÿwithÿrespectÿtoÿtheirÿpersonalÿinformation.ÿ

ÿ
ÿ 1.4 Weÿareÿavailableÿtoÿanswerÿanyÿpatientÿquestionsÿregardingÿourÿprivacyÿpractices.ÿ

ÿ
2. Accountability

ÿ
ÿ

2.1 Theÿphysicianÿisÿultimatelyÿaccountableÿforÿtheÿprotectionÿofÿtheÿhealthÿrecordsÿinÿhis/herÿ
possession.ÿ

ÿ

ÿ

2.2 Patientÿinformationÿisÿsensitiveÿbyÿnature.ÿEmployeesÿandÿallÿothersÿinÿthisÿofficeÿwhoÿassistÿwithÿ
orÿprovideÿcareÿ(includingÿstudentsÿandÿlocums)ÿareÿrequiredÿtoÿbeÿawareÿofÿandÿadhereÿtoÿtheÿ
protectionsÿdescribedÿinÿthisÿpolicyÿforÿtheÿappropriateÿuseÿandÿdisclosureÿofÿpersonalÿ
information.ÿ

ÿ

ÿ

2.3 Allÿpersonsÿinÿthisÿofficeÿwhoÿhaveÿaccessÿtoÿpersonalÿinformationÿmustÿadhereÿtoÿtheÿfollowingÿ
informationÿmanagementÿpracticesÿ

ÿ l Officeÿinformationÿmanagementÿpractices

ÿ ÿ l Accessÿisÿonÿaÿneedÿtoÿknowÿbasis

ÿ ÿ l Accessÿisÿrestrictedÿtoÿauthorizedÿusers

ÿ ÿ l staffÿsignedÿconfidentialityÿagreementsÿ(asÿpartÿofÿemploymentÿcontract)

ÿ ÿ l staffÿareÿawareÿofÿandÿunderstandÿrequirementsÿtoÿprotectÿpersonalÿinformation

ÿ ÿ l appropriateÿsanctionsÿforÿfailureÿtoÿfulfillÿrequirements

ÿ l thirdÿpartyÿobligations

ÿ ÿ l
contractualÿprivacyÿclauses/agreementsÿwithÿthirdÿpartiesÿ(includingÿcleaningÿandÿ
securityÿpersonnel,ÿlandlords,ÿdataÿprocessors,ÿetc)

ÿ

ÿ

2.4 Thisÿofficeÿemploysÿstrictÿprivacyÿprotectionsÿtoÿensureÿthatÿ

ÿ l
Weÿprotectÿtheÿconfidentialityÿofÿanyÿpersonalÿinformationÿweÿaccessÿinÿtheÿcourseÿofÿ
providingÿpatientÿcare.

ÿ l
Weÿcollect,ÿuseÿandÿdiscloseÿpersonalÿinformationÿonlyÿforÿtheÿpurposesÿofÿprovidingÿcareÿ
andÿtreatmentÿorÿtheÿadministrationÿofÿthatÿcare,ÿorÿforÿotherÿpurposesÿexpresslyÿ
consentedÿtoÿbyÿtheÿpatient.

ÿ l Weÿadhereÿtoÿtheÿprivacyÿandÿsecurityÿpoliciesÿandÿproceduresÿofÿthisÿoffice.

ÿ l Weÿeducateÿandÿtrainÿstaffÿonÿtheÿimportanceÿofÿprotectingÿpersonalÿinformation.

ÿ
Collection,ÿUseÿandÿDisclosureÿofÿPersonalÿInformation



ÿ
3. Collectionÿofÿpersonalÿinformation

ÿ

ÿ

3.1 Weÿcollectÿtheÿfollowingÿpersonalÿinformationÿ

ÿ l IdentificationÿandÿContactÿinformationÿincluding:

ÿ ÿ l ÿname
ÿ ÿ l ÿdateÿofÿbirth
ÿ ÿ l ÿaddress
ÿ ÿ l ÿphoneÿand/orÿfaxÿand/orÿemail
ÿ ÿ l ÿemergencyÿcontactÿinformation
ÿ ÿ l ÿrecordÿofÿpatientÿappointmentÿtimes
ÿ l Billingÿinformationÿincluding:

ÿ ÿ l Provincial/territorialÿhealthÿinsuranceÿplanÿ(healthÿcard)ÿnumber

ÿ ÿ l privateÿmedicalÿinsuranceÿdetails

ÿ ÿ l wcb,ÿicbc

ÿ l Healthÿinformation,ÿincluding:

ÿ ÿ l medicalÿhistory

ÿ ÿ l presentingÿsymptoms

ÿ ÿ l physicalÿexaminationÿfindings

ÿ ÿ l relevantÿmedicalÿhistoryÿofÿfamilyÿmembers

ÿ ÿ l testÿrequisitionsÿandÿresultsÿ(laboratoryÿtestsÿandÿx-rays)

ÿ ÿ l reportsÿfromÿspecialistsÿorÿotherÿhealthÿprovidersÿ

ÿ ÿ l diagnosisÿandÿtreatmentÿnotesÿ(includingÿprescriptions)

ÿ ÿ l allergies

ÿ ÿ l
informationÿtoÿbeÿprovidedÿtoÿthirdÿpartiesÿatÿtheÿpatient'sÿrequestÿ(e.g.,ÿworkersÿ
compensation,ÿreportsÿforÿlegalÿproceedings,ÿinsuranceÿclaims,ÿgovernmentÿclaims)

ÿ

ÿ

3.2 Limitsÿonÿcollectionÿÿ
ÿ
Weÿwillÿonlyÿcollectÿtheÿinformationÿthatÿisÿrequiredÿtoÿprovideÿcare,ÿadministrateÿtheÿcareÿthatÿisÿ
provided,ÿandÿcommunicateÿwithÿpatients.ÿWeÿwillÿnotÿcollectÿanyÿotherÿinformation,ÿorÿallowÿ
informationÿtoÿbeÿusedÿforÿotherÿpurposes,ÿwithoutÿtheÿpatient'sÿexpressÿconsentÿ-ÿexceptÿwhereÿ
authorizedÿtoÿdoÿsoÿbyÿlaw.ÿTheseÿlimitsÿonÿcollectionÿensureÿthatÿweÿdoÿnotÿcollectÿunnecessaryÿ
information.ÿ

ÿ
4. Useÿofÿpersonalÿinformation

ÿ

ÿ

4.1 Personalÿinformationÿcollectedÿfromÿpatientsÿisÿusedÿbyÿthisÿofficeÿforÿtheÿpurposesÿofÿ

ÿ l Identificationÿandÿcontact

ÿ ÿ l ÿemergencyÿcontact
ÿ l Provisionÿandÿcontinuityÿofÿcare

ÿ ÿ l Historicalÿrecord

ÿ ÿ l Healthÿpromotionÿandÿprevention

ÿ ÿ l Referralÿtoÿspecialistsÿorÿotherÿtreatingÿphysicians

ÿ ÿ l Requestingÿlaboratoryÿinvestigations

ÿ ÿ l Requestingÿdiagnosticÿtests

ÿ ÿ l Generatingÿprescriptions

ÿ ÿ l Referralÿtoÿotherÿhealthÿcareÿproviders

ÿ ÿ l ReferralÿtoÿHomeÿCareÿagencies

ÿ ÿ l Homeÿcareÿsupervision



ÿ l Administrateÿtheÿcareÿthatÿisÿprovided

ÿ ÿ l Prioritizationÿofÿappointmentÿscheduling

ÿ ÿ l Billingÿprovincialÿhealthÿplan

ÿ ÿ l Billingÿthirdÿparties

ÿ ÿ l Facilitateÿreimbursementÿofÿpatientÿclaimsÿ(atÿpatient'sÿrequest)

ÿ l Professionalÿrequirements

ÿ ÿ l Riskÿorÿerrorÿmanagement,ÿi.e.,ÿmedical-legalÿadviceÿ(CMPA)

ÿ ÿ l Qualityÿassuranceÿ(peerÿreview)

ÿ ÿ l Maintenanceÿofÿcompetence

ÿ l Researchÿstudiesÿandÿtrials

ÿ
5. Disclosureÿofÿpersonalÿinformation

ÿ
ÿ 5.1 Impliedÿconsentÿ(Disclosuresÿtoÿotherÿproviders)ÿ

ÿ

ÿ ÿ

5.1.1 Unlessÿotherwiseÿindicated,ÿyouÿcanÿassumeÿthatÿpatientsÿhaveÿconsentedÿtoÿtheÿuseÿofÿ
theirÿinformationÿforÿtheÿpurposesÿofÿprovidingÿthemÿwithÿcare,ÿincludingÿsharingÿtheÿ
informationÿwithÿotherÿhealthÿprovidersÿinvolvedÿinÿtheirÿcare.ÿByÿvirtueÿofÿseekingÿcareÿ
fromÿus,ÿtheÿpatient'sÿconsentÿisÿimpliedÿforÿtheÿprovisionÿofÿthatÿcare.ÿ

ÿ

ÿ ÿ

5.1.2 Relevantÿhealthÿinformationÿisÿsharedÿwithÿotherÿprovidersÿinvolvedÿinÿtheÿpatient'sÿ
care,ÿincludingÿ(butÿnotÿlimitedÿto)ÿ

ÿ l otherÿphysiciansÿinÿthisÿpractice

ÿ l otherÿphysiciansÿinÿtheÿafterÿhoursÿcallÿgroup

ÿ l locums

ÿ l medicalÿstudentsÿandÿresidents

ÿ l nursingÿorÿotherÿhealthÿcareÿstudents

ÿ l otherÿphysiciansÿandÿspecialists

ÿ l Pharmacists

ÿ l labÿtechnicians

ÿ l nutritionists

ÿ l physiotherapists

ÿ l occupationalÿtherapists

ÿ l orthotists,ÿprosthetists,ÿotherÿparahealthÿprofessionalsÿinvolvedÿinÿpatient'sÿcare

ÿ
ÿ 5.2 Withoutÿconsentÿ(Disclosuresÿmandatedÿorÿauthorizedÿbyÿlaw)ÿ

ÿ

ÿ ÿ

5.2.1 Thereÿareÿlimitedÿsituationsÿwhereÿtheÿphysicianÿisÿlegallyÿrequiredÿtoÿdiscloseÿpersonalÿ
informationÿwithoutÿtheÿpatient'sÿconsent.ÿExamplesÿofÿtheseÿsituationsÿincludeÿ(butÿareÿ
notÿlimitedÿto)ÿ

ÿ l billingÿprovincialÿhealthÿplans

ÿ l reportingÿspecificÿdiseases

ÿ l reportingÿabuseÿ(child,ÿelder,ÿspouse,ÿetc)

ÿ l reportingÿfitnessÿ(toÿdrive,ÿfly,ÿetc)

ÿ l byÿcourtÿorderÿ(whenÿsubpoenaedÿinÿaÿcourtÿcase)

ÿ l inÿregulatoryÿinvestigations

ÿ l forÿqualityÿassessmentÿ(peerÿreview)

ÿ l forÿriskÿandÿerrorÿmanagement,ÿe.g.,ÿmedical-legalÿadvice

ÿ
ÿ 5.3 ExpressÿConsentÿ(Disclosuresÿtoÿallÿotherÿthirdÿparties)ÿ



ÿ

ÿ ÿ
5.3.1 Theÿpatient'sÿexpressÿconsentÿ(oralÿorÿwritten)ÿisÿrequiredÿbeforeÿweÿwillÿdiscloseÿ

personalÿinformationÿtoÿthirdÿpartiesÿforÿanyÿpurposeÿotherÿthanÿtoÿprovideÿcareÿorÿ
unlessÿauthorizedÿtoÿdoÿsoÿbyÿlaw.ÿ

ÿ

ÿ ÿ

5.3.2 Examplesÿofÿsituationsÿthatÿinvolveÿdisclosuresÿtoÿthirdÿpartiesÿincludeÿ(butÿareÿnotÿ
limitedÿto)ÿ

ÿ l thirdÿpartyÿmedicalÿexaminations

ÿ l provisionÿofÿchartsÿorÿchartÿsummariesÿtoÿinsuranceÿcompanies

ÿ l enrollmentÿinÿresearchÿstudiesÿandÿtrials

ÿ
ÿ ÿ 5.3.3 DisclosureÿLogÿ

ÿ

ÿ ÿ ÿ
Beforeÿaÿdisclosureÿisÿmadeÿtoÿaÿthirdÿparty,ÿaÿnotationÿshallÿbeÿmadeÿinÿtheÿfileÿthatÿtheÿ
patientÿhasÿprovidedÿexpressÿconsent,ÿorÿaÿsignedÿpatientÿconsentÿformÿisÿappendedÿtoÿ
theÿfile.ÿ

ÿ
ÿ 5.4 Withdrawlÿofÿconsentÿ

ÿ
ÿ ÿ

5.4.1 Patientsÿhaveÿtheÿoptionÿtoÿwithdrawÿconsentÿtoÿhaveÿtheirÿinformationÿsharedÿwithÿ
otherÿhealthÿprovidersÿatÿanyÿtime.ÿ

ÿ
ÿ ÿ

5.4.2 Patientsÿalsoÿhaveÿtheÿoptionÿtoÿwithdrawÿconsentÿtoÿhaveÿtheirÿinformationÿsharedÿwithÿ
thirdÿparties.ÿ

ÿ

ÿ ÿ
5.4.3 Ifÿaÿpatientÿchoosesÿtoÿwithdrawÿtheirÿconsent,ÿtheÿphysicianÿwillÿdiscussÿanyÿsignificantÿ

consequencesÿthatÿmightÿresultÿwithÿrespectÿtoÿtheirÿcareÿandÿtreatmentÿ(e.g.,ÿpossibleÿ
negativeÿimpactÿonÿtheÿcareÿprovided).ÿ

ÿ
OfficeÿSafeguards
ÿ
6. Securityÿmeasures

ÿ
ÿ 6.1 Safeguardsÿareÿinÿplaceÿtoÿprotectÿtheÿsecurityÿofÿpatientÿinformation.ÿ

ÿ
ÿ

6.2 Theseÿsafeguardsÿincludeÿaÿcombinationÿofÿphysical,ÿtechnologicalÿ(forÿofficesÿwhereÿcomputersÿ
areÿinÿuse)ÿandÿadministrativeÿsecurityÿmeasures.ÿ

ÿ

ÿ ÿ

6.2.1 Weÿuseÿtheÿfollowingÿphysicalÿsafeguardsÿ

ÿ l limitedÿaccessÿtoÿoffice

ÿ ÿ l monitoredÿalarmÿsystem

ÿ ÿ l deadboltÿentryÿlockÿ(orÿkeyÿcard/keyÿpadÿentryÿsystem)

ÿ ÿ l authorizedÿaccessÿonly

ÿ ÿ l supervisedÿaccessÿforÿnon-staff

ÿ l limitedÿaccessÿtoÿrecords

ÿ ÿ l needÿtoÿknowÿbasis

ÿ ÿ l lockedÿfileÿcabinets

ÿ ÿ ÿ l PasswordÿProtectedÿEMR

ÿ l officeÿlayout/features

ÿ ÿ l frontÿdeskÿprivacyÿscreens

ÿ ÿ l soundproofingÿand/orÿwhiteÿnoiseÿtoÿensureÿconfidentiality

ÿ
6.2.2 Weÿuseÿtheÿfollowingÿtechnologicalÿsafeguardsÿÿ

ÿ l protectedÿcomputerÿaccessÿforÿpatientÿhealthÿinformation



ÿ ÿ

ÿ ÿ l passwords

ÿ ÿ l userÿauthentication

ÿ ÿ l auditÿtrails

ÿ l systemÿprotections

ÿ ÿ l firewallÿsoftware

ÿ ÿ l virusÿscanningÿsoftware

ÿ ÿ l redundancyÿsystemsÿ(backups)

ÿ ÿ ÿ l regularÿbackups

ÿ ÿ ÿ l encrypted

ÿ ÿ ÿ l offsite

ÿ l Protectedÿexternalÿelectronicÿcommunicationsÿ-ÿInternet

ÿ ÿ l Weÿdoÿnotÿuseÿemailÿforÿexternalÿcommunicationÿofÿpersonalÿhealthÿinformation

ÿ ÿ l encryptedÿemailÿforÿanyÿexternalÿcommunicationÿofÿpatientÿhealthÿinformation

ÿ l secureÿelectronicÿrecordÿdisposal

ÿ ÿ l safelyÿdisposeÿofÿcomputerÿhardÿdrives

ÿ ÿ l destroyÿallÿotherÿremovableÿmediaÿ(diskettes,ÿCD-R,ÿDVD)

ÿ ÿ l
Whereÿelectronicÿrecordsÿareÿretainedÿratherÿthanÿdestroyed,ÿweÿfollowÿCollegeÿ
requirementsÿforÿsecureÿretentionÿandÿdisposalÿofÿmedicalÿrecords

ÿ ÿ
ÿ

ÿ l
Wirelessÿandÿmobileÿcommunicationÿdevicesÿ(e.g.,ÿlaptops,ÿPDAs,ÿetc)ÿareÿ
especiallyÿvulnerableÿtoÿloss,ÿtheftÿandÿunauthorizedÿaccess.ÿWeÿtakeÿextraÿ
precautionsÿwhenÿusingÿtheseÿdevicesÿforÿpatientÿhealthÿinformation.ÿ

ÿ

ÿ ÿ

6.2.3 Weÿuseÿtheÿfollowingÿadministrativeÿsafeguardsÿ

ÿ l Officeÿinformationÿmanagementÿpractices

ÿ ÿ l Accessÿisÿonÿaÿneedÿtoÿknowÿbasis

ÿ ÿ l Accessÿisÿrestrictedÿtoÿauthorizedÿusers

ÿ ÿ l staffÿsignedÿconfidentialityÿagreementsÿ(asÿpartÿofÿemploymentÿcontract)

ÿ ÿ l
staffÿareÿawareÿofÿandÿunderstandÿrequirementsÿtoÿprotectÿpersonalÿ
information

ÿ ÿ l appropriateÿsanctionsÿforÿfailureÿtoÿfulfillÿrequirements

ÿ l thirdÿpartyÿobligations

ÿ ÿ l
contractualÿprivacyÿclauses/agreementsÿwithÿthirdÿpartiesÿ(includingÿcleaningÿ
andÿsecurityÿpersonnel,ÿlandlords,ÿdataÿprocessors,ÿetc)

ÿ

ÿ ÿ ÿ

6.2.3.1 Limitsÿonÿthirdÿpartyÿaccessÿ
Anyÿotherÿpersonsÿhavingÿaccessÿtoÿpatientÿinformationÿorÿtoÿtheseÿpremisesÿ
(e.g.,ÿcleaners,ÿsecurityÿstaff,ÿlandlords)ÿshall,ÿthroughÿcontractualÿorÿotherÿ
means,ÿprovideÿaÿcomparableÿlevelÿofÿprotection.ÿ

ÿ

ÿ ÿ ÿ

6.2.3.2 Staffÿsignedÿconfidentialityÿagreementsÿ

ÿ l
Weÿalsoÿensureÿthatÿallÿstaffÿhaveÿsignedÿconfidentialityÿagreementsÿorÿ
clauseÿasÿpartÿofÿ(orÿappendedÿto)ÿtheirÿemploymentÿcontract.

ÿ l
Thisÿconfidentialityÿagreementÿorÿclauseÿextendsÿbeyondÿtheÿtermÿofÿ
employment.

ÿ
7. Communicationsÿpolicy

ÿ
ÿ

7.1 Weÿareÿsensitiveÿtoÿtheÿprivacyÿofÿpersonalÿinformationÿandÿthisÿisÿreflectedÿinÿhowÿweÿ
communicateÿwithÿourÿpatients,ÿothersÿinvolvedÿinÿtheirÿcareÿandÿallÿthirdÿparties.ÿ

ÿ
ÿ 7.2 Weÿprotectÿpersonalÿinformationÿregardlessÿofÿtheÿformat.ÿ

ÿ
ÿ 7.3 Weÿuseÿspecificÿproceduresÿtoÿcommunicateÿpersonalÿinformationÿbyÿ

ÿ



ÿ ÿ

7.3.1 Telephoneÿ

ÿ l
Patientÿpreferenceÿwithÿregardsÿtoÿphoneÿmessagesÿwillÿbeÿtakenÿintoÿ
consideration

ÿ l
Unlessÿauthorized,ÿweÿonlyÿleaveÿourÿnameÿandÿphoneÿnumberÿonÿmessageÿforÿ
patients

ÿ l secureÿofficeÿvoicemailÿsystem

ÿ l noÿaudibleÿplaybackÿofÿvoiceÿmessagesÿinÿoffice

ÿ

ÿ ÿ

7.3.2 Faxÿ

ÿ l
ourÿfaxÿmachineÿisÿlocatedÿinÿaÿsecureÿorÿsupervisedÿareaÿ(restrictedÿpublicÿ
access)

ÿ l weÿuseÿpre-programmedÿnumbersÿtoÿensureÿfaxÿreceivedÿbyÿproperÿrecipient

ÿ l aÿcoverÿsheetÿindicatesÿtheÿinformationÿisÿconfidential

ÿ l
reasonableÿstepsÿareÿtakenÿtoÿensureÿpersonalÿinformationÿisÿreceivedÿonlyÿbyÿ
secureÿfaxÿmachineÿ(e.g.,ÿregularÿverificationÿofÿnumbersÿ-ÿorÿcallÿfirst)

ÿ

ÿ ÿ

7.3.3 Emailÿ

ÿ l anyÿconfidentialÿinformationÿsentÿoverÿpublicÿorÿexternalÿnetworksÿisÿencrypted

ÿ l
firewallÿandÿvirusÿscanningÿsoftwareÿisÿinÿplaceÿtoÿmitigateÿagainstÿunauthorizedÿ
modification,ÿloss,ÿaccessÿorÿdisclosure

ÿ l encryptedÿemailsÿifÿeverÿused.

ÿ

ÿ ÿ

7.3.4 Post/Courierÿ

ÿ l sealedÿenvelope

ÿ l markedÿconfidential

ÿ l addressedÿtoÿtheÿauthorizedÿrecipient

ÿ
8. Recordÿretention

ÿ
ÿ

8.1 Weÿretainÿpatientÿrecordsÿasÿrequiredÿbyÿlawÿandÿprofessionalÿregulationsÿ(pleaseÿreferÿtoÿyourÿ
Collegeÿguidelines).ÿ

ÿ

ÿ
8.2 TheÿCanadianÿMedicalÿProtectiveÿAssociationÿ(CMPA)ÿadvisesÿmembersÿtoÿretainÿtheirÿmedicalÿ

recordsÿforÿatÿleastÿ10ÿyearsÿfromÿtheÿdateÿofÿlastÿentryÿor,ÿinÿtheÿcaseÿofÿminors,ÿ10ÿyearsÿfromÿ
theÿtimeÿtheÿpatientÿwouldÿhaveÿreachedÿtheÿageÿofÿmajorityÿ(ageÿ18ÿorÿ19ÿinÿallÿjurisdictions).ÿ

ÿ
ÿ 8.3 Weÿuseÿsecureÿoffsiteÿrecordÿstorageÿ(locked,ÿfireproofÿ,ÿetc)ÿ

ÿ

ÿ
8.4 Someÿcollegesÿadviseÿphysiciansÿthatÿclaimsÿmayÿariseÿbeyondÿtheÿstipulatedÿregulatoryÿperiod,ÿ

andÿthereforeÿmayÿwantÿtoÿkeepÿtheirÿrecordsÿlonger,ÿparticularlyÿifÿtheyÿareÿawareÿofÿaÿ
potentialÿclaim.ÿ

ÿ
9. Proceduresÿforÿsecureÿdisposal/destructionÿofÿpersonalÿinformation

ÿ

ÿ
9.1 Whenÿinformationÿisÿnoÿlongerÿrequired,ÿitÿisÿdestroyedÿorÿretainedÿaccordingÿtoÿsetÿproceduresÿ

thatÿgovernÿtheÿstorageÿandÿdestructionÿofÿpersonalÿinformationÿ(pleaseÿreferÿtoÿyourÿCollegeÿ
guidelines).ÿ

ÿ

ÿ ÿ

9.1.1 Weÿuseÿtheÿfollowingÿmethodsÿtoÿdestroy/disposeÿofÿpaperÿrecordsÿ

ÿ l Accordingÿtoÿprovincial/territorialÿcollegeÿregulations

ÿ l shredding

ÿ l bondedÿcontractorsÿwhoÿadhereÿtoÿcontractualÿprivacyÿobligations

ÿ
ÿ ÿ 9.1.2 Weÿuseÿtheÿfollowingÿmethodsÿtoÿdestroy/disposeÿofÿelectronicÿrecordsÿ

ÿ ÿ

ÿ

ÿ
l
Weÿseekÿexpertÿadviceÿonÿhowÿtoÿdisposeÿofÿelectronicÿrecordsÿandÿhardware.ÿAtÿaÿ
minimum,ÿweÿensureÿthatÿallÿinformationÿisÿwipedÿcleanÿwhereÿpossibleÿpriorÿtoÿ
disposalÿofÿelectronicÿdataÿstorageÿdevicesÿ(e.g.,ÿsurplusÿcomputers,ÿinternalÿandÿ



externalÿhardÿdrives,ÿdiskettes,ÿtapes,ÿCD-ROMs,ÿetc.)ÿ

ÿ ÿ

ÿ ÿ l properlyÿdisposedÿofÿcomputerÿhardÿdrive

ÿ l destroyÿallÿotherÿelectronicÿmediaÿstorageÿ(diskettes,ÿCD-R,ÿDVD)

ÿ l
Electronicÿrecordsÿareÿretainedÿratherÿthanÿdestroyed,ÿandÿweÿfollowÿCollegeÿ
requirementsÿforÿtheÿsecureÿretentionÿofÿmedicalÿrecords

ÿ
PatientÿRights
ÿ
10. Accessÿtoÿinformation

ÿ
ÿ 10.1 Patientsÿhaveÿtheÿrightÿtoÿaccessÿtheirÿrecordÿinÿaÿtimelyÿmanner.ÿ

ÿ
ÿ

10.2 Ifÿaÿpatientÿrequestsÿaÿcopyÿofÿtheirÿrecords,ÿoneÿwillÿbeÿprovidedÿatÿaÿreasonableÿcostÿ(pleaseÿ
referÿtoÿyourÿCollegeÿguidelinesÿforÿnon-insuredÿservices).ÿ

ÿ
ÿ 10.3 Accessÿshallÿonlyÿbeÿprovidedÿuponÿapprovalÿofÿtheÿphysician.ÿ

ÿ
ÿ

10.4 Ifÿtheÿpatientÿwishesÿtoÿviewÿtheÿoriginalÿrecord,ÿoneÿofÿourÿstaffÿmustÿbeÿpresentÿtoÿmaintainÿ
theÿintegrityÿofÿtheÿrecord,ÿandÿaÿreasonableÿfeeÿmayÿbeÿchargedÿforÿthisÿaccess.ÿ

ÿ

ÿ

10.5 Patientsÿcanÿsubmitÿaccessÿrequestsÿ

ÿ l inÿwriting�DQG�YHUEDOO\��LQ�SHUVRQ��DW�

ÿ ÿ 104ÿ-ÿ3551ÿBlanshardÿSt.ÿVictoria,ÿBCÿV8Zÿ0B9
ÿ l directedÿtoÿtheÿphysician

ÿ l directedÿtoÿanyÿofficeÿstaff

ÿ

ÿ

10.6 Thisÿofficeÿfollowsÿspecificÿproceduresÿtoÿrespondÿtoÿpatientÿaccessÿrequestsÿ

ÿ l weÿacknowledgeÿreceiptÿofÿrequest

ÿ l weÿrespondÿwithin

ÿ ÿ l aÿtimelyÿfashion

ÿ l
weÿensureÿthatÿoneÿofÿourÿstaffÿisÿpresentÿtoÿmaintainÿtheÿintegrityÿofÿtheÿrecordÿshouldÿ
theÿpatientÿwishÿtoÿviewÿtheÿoriginalÿrecord

ÿ
11. Limitationsÿonÿaccess

ÿ
ÿ

11.1 Inÿextremelyÿlimitedÿcircumstancesÿtheÿpatientÿmayÿbeÿdeniedÿaccessÿtoÿtheirÿrecords,ÿbutÿonlyÿ
ifÿprovidingÿaccessÿwouldÿcreateÿaÿriskÿtoÿthatÿpatientÿorÿtoÿanotherÿperson.ÿ

ÿ

ÿ ÿ
11.1.1 Forÿexample,ÿwhenÿtheÿinformationÿcouldÿreasonablyÿbeÿexpectedÿtoÿseriouslyÿendangerÿ

theÿmentalÿorÿphysicalÿhealthÿorÿsafetyÿofÿtheÿindividualÿmakingÿtheÿrequestÿorÿanotherÿ
person.ÿ

ÿ

ÿ ÿ
11.1.2 Orÿifÿtheÿdisclosureÿwouldÿrevealÿpersonalÿinformationÿaboutÿanotherÿpersonÿwhoÿhasÿ

notÿconsentedÿtoÿtheÿdisclosure.ÿInÿthisÿcase,ÿweÿwillÿdoÿourÿbestÿtoÿseparateÿoutÿthisÿ
informationÿandÿdiscloseÿonlyÿwhatÿisÿappropriate.ÿ

ÿ
12. Accuracyÿofÿinformation

ÿ
ÿ 12.1 Weÿmakeÿeveryÿeffortÿtoÿensureÿthatÿallÿpatientÿinformationÿisÿrecordedÿaccurately.ÿ

ÿ
ÿ

12.2 Ifÿanÿinaccuracyÿisÿnoted,ÿtheÿpatientÿcanÿrequestÿchangesÿinÿtheirÿownÿrecord,ÿandÿthisÿrequestÿ
isÿdocumentedÿbyÿanÿannotationÿinÿtheÿrecord.ÿ

ÿ
ÿ 12.3 Noÿnotationÿshallÿbeÿmadeÿwithoutÿtheÿapprovalÿorÿauthorizationÿofÿtheÿphysician.ÿ

ÿ
13. PrivacyÿandÿAccessÿComplaints

ÿ



ÿ
13.1 Itÿisÿimportantÿtoÿusÿthatÿourÿprivacyÿpoliciesÿandÿpracticesÿaddressÿpatientÿconcernsÿandÿ

respondÿtoÿpatientÿneeds.ÿ

ÿ

ÿ
13.2 Aÿpatientÿwhoÿbelievesÿthatÿthisÿofficeÿhasÿnotÿrespondedÿtoÿtheirÿaccessÿrequestÿorÿhandledÿ

theirÿpersonalÿinformationÿinÿaÿreasonableÿmannerÿisÿencouragedÿtoÿaddressÿtheirÿconcernsÿfirstÿ
withÿtheirÿdoctor.ÿ

ÿ

ÿ ÿ

13.2.1 Patientÿcomplaintsÿcanÿbeÿmadeÿ

ÿ l inÿwriting�WR��RU�YHUEDOO\��LQ�SHUVRQ��DW�

ÿ ÿ 104ÿ-ÿ3551ÿBlanshardÿSt.ÿVictoria,ÿBCÿV8Zÿ0B9
ÿ l directedÿtoÿtheÿphysician

ÿ l directedÿtoÿanyÿofficeÿstaff

ÿ

ÿ ÿ

13.2.2 Thisÿofficeÿfollowsÿspecificÿproceduresÿforÿrespondingÿtoÿpatientÿcomplaintsÿ

ÿ l Ourÿcomplaintsÿprocessÿisÿreadilyÿaccessible,ÿtransparentÿandÿsimpleÿtoÿuse

ÿ l Patientsÿareÿinformedÿofÿrelevantÿcomplaintÿmechanisms

ÿ l Weÿacknowledgeÿandÿrespondÿtoÿpatientsÿinÿaÿtimelyÿfashion

ÿ l Allÿcomplaintsÿshallÿbeÿinvestigated

ÿ l
Ifÿjustified,ÿremedialÿmeasuresÿwillÿbeÿtaken,ÿsuchÿasÿamendingÿpolicies,ÿ
proceduresÿandÿpractices

ÿ

ÿ

13.3 Patientsÿwhoÿwishÿtoÿpursueÿtheÿmatterÿfurtherÿareÿadvisedÿtoÿdirectÿtheirÿcomplaintsÿtoÿ

ÿ l provincial/territorialÿcollege

ÿ l provincial/territorialÿprivacyÿcommissioner

ÿ
ÿ
ÿ
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